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Abstract 
$V'DWD:DUHKRXVHVWRUHKXJHDPRXQWRIGDWDZLWKWKHVSDQRIPRUHWKDQGHFDGHVWKHVHFXULW\RIWKLVKXJHLQIRUPDWLRQEDVHLV
FUXFLDO IRU WKH VXVWDLQDELOLW\ DQG UHOLDELOLW\ RI GDWDZDUHKRXVH 6LQFH LWV DGYHQW WKH GDWDZDUHKRXVH KDV JRQH WKURXJK YDULRXV
WHFKQRORJLFDOFKDQJHVZKLFKKDVSURPSWHGFKDQJHVLQ WKHVHFXULW\VWUDWHJLHVDVZHOO7KLVDUWLFOH LV WDNLQJDGHHSORRNDW WKH
YDULRXV FKDQJHV LQ WKH VHFXULW\ PHFKDQLVPV RI WKH 'DWD :DUHKRXVH DORQJ ZLWK WKH FKDQJHV LQ WKH VWUDWHJLHV IRU WKH GDWD
ZDUHKRXVHGHYHORSPHQW,WKHOSVLQXQGHUVWDQGLQJWKHYDULRXVVHFXULW\DVSHFWVUHODWHGWR'DWD:DUHKRXVHLQFRKHUHQFHZLWKWKH
GLIIHUHQWPHWKRGRORJLHVHPSOR\HGIRULWVGHYHORSPHQWDQGIXQFWLRQLQJ
.H\ZRUGV'DWD:DUHKRXVH6HFXULW\6\VWHPDWLF5HYLHZ6HFXULW\
1. Background  
'DWD :DUHKRXVHV ':V >,QPRQ @ FRLQHG E\ ,QPRQ LQ  ZHUH IXUWKHU HQKDQFHG ZLWK LWV DGYDQFHG
JHQHUDWLRQV>,QPRQ@>,QPRQ@$FFRUGLQJWR,QPRQGDWDZDUHKRXVHLVGHILQHGDVDFROOHFWLRQRIVXEMHFW
RULHQWHGWLPHYDULDQWLQWHJUDWHGQRQYRODWLOHGDWDWKDWVXSSRUWVWKHPDQDJHPHQWGHFLVLRQPDNLQJSURFHVV>,QPRQ
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@7UDGLWLRQDOO\ LW LVPHDQW WRVWRUH WKHKLVWRULFDOGDWDDQGQHHGVVSHFLDO WDVNRIH[WUDFWLQJ WUDQVIRUPLQJDQG
ORDGSURFHGXUHV>%HFNHUHWDO@7KHVHSURFHGXUHVKHOS':WRSURYLGHXVHIXOLQIRUPDWLRQWRGHFLVLRQPDNHUV
ZKLFKDLGWKHPWRLPSURYHWKHLUEXVLQHVVSURFHVV+RZHYHULQRUGHUWRSURYLGHULFKHULQVLJKWVLQWRWKHG\QDPLFVRI
WRGD\¶VEXVLQHVVWKHGDWDZDUHKRXVHFDQQRWZRUNLQLVRODWLRQ,WUHTXLUHVFRPELQLQJWKHRUJDQL]DWLRQGDWDZLWKGDWD
IURP RXWVLGH ZKLFK FRPSOHPHQWV WKH FRPSDQ\¶V LQWHUQDO GDWD ZLWK YDOXHDGGLQJ LQIRUPDWLRQ HJ SURGXFWLRQ
GHWDLOVRI WKHFRPSHWLWRU¶VRUJDQL]DWLRQV >%ODQFRHWDO@7KLVFRPELQLQJRIGDWDEHFDPHSRVVLEOHZLWK WKH
DGYHQWRILQWHUQHWZKLFKHQKDQFHGGDWDZDUHKRXVHVUHDFKDWWKHJOREDOOHYHO7KLVJOREDOUHDFKRIGDWDZDUHKRXVH
DWWUDFWHGDWWHQWLRQRIUHVHDUFKFRPPXQLW\WRZDUGVLWVVHFXULW\UHTXLUHPHQWV$VDUHVXOWWKHFRQILGHQWLDOLW\HPHUJHG
DVRQHRIWKHPDMRULVVXHWKDWVKRXOGKDYHWDNHQLQWRFRQVLGHUDWLRQLQHYHU\LQIRUPDWLRQV\VWHPV,6VGHYHORSPHQW
>'KLOORQ@+RZHYHUGDWDWKUHDWVWRRNDOHDSIXUWKHUZLWKWKHDGYHQWRIPDMRUWHFKQRORJLFDOFKDQJHV$PRQJ
WKHYDULRXV DGYDQFHV WKH DFFHVVRI GDWDEDVHV WKURXJKZHE DORQJZLWKGHYHORSPHQW RI HFRPPHUFH LV RQHRI WKH
NLQGV>&OLIWRQHWDO@$GYDQFHPHQWVOLNHWKHVHIXUWKHUVWUHQJWKHQWKHUHTXLUHPHQWRILQFRUSRUDWLRQRIVHFXULW\
LQDOOVWDJHVRI,QIRUPDWLRQ6\VWHP¶VGHYHORSPHQW
7KLVDUWLFOHUHYLHZVWKHPDMRUVHFXULW\DGYDQFHPHQWVLQWKHILHOGRI':,WKDVEHHQGLYLGHGLQWKHVXEVHFWLRQVDV
%DFNJURXQG ZKLFK H[SODLQV KLVWRULFDO YLHZ RI WKH ': DQG LWV VHFXULW\ DVSHFWV 7KH 5HYLHZ 4XHVWLRQV VHFWLRQ
IRUPXODWHV DOO WKH UHYLHZTXHVWLRQV IRU WKLV DUWLFOH ,Q RUGHU WR DQVZHU WKHVH TXHVWLRQV WKH DGRSWHGPHFKDQLVP LV
H[SODLQHGE\VHFWLRQQDPHO\5HYLHZ0HWKRGV7KH7HFKQRORJ\VHFWLRQH[SODLQVHDFKFDWHJRU\RI':LQGHWDLOZLWK
UHVSHFW WR WKH VHFXULW\ VROXWLRQV LQ WKH DUWLFOHV EHORQJLQJ WR WKH UHVSHFWLYH FDWHJRU\ ,Q 5HVXOWV DQG 'LVFXVVLRQ
VHFWLRQ GLIIHUHQW VHFXULW\ DVSHFWV KDYH EHHQ GLVFXVVHG DPRQJ GLIIHUHQW FDWHJRULHV DORQJ ZLWK UHVSHFWLYH VHFXULW\
VROXWLRQV7KH6XPPDU\DQG&RQFOXVLRQ VHFWLRQ VXPPDUL]HV WKHZKROH UHYLHZSURFHVV DQGSURYLGHVFRQVWUXFWLYH
FRQFOXVLRQEDVHGRQWKHLQSXWVIURPWKHGLVFXVVLRQVHFWLRQ

2. Review Questions  
7KLVDUWLFOHUHYLHZVYDULRXVSURSRVDOVFRQVLGHULQJVROXWLRQVIRUVHFXULW\FRQFHUQVRIWKH':VDQGWULHVWRDQVZHUWKH
IROORZLQJUHVHDUFKTXHVWLRQV
 $VVHVVLQJKRZWHFKQRORJLFDOFKDQJHVLQGHYHORSPHQWRI':DIIHFWWKHVHFXULW\PHFKDQLVPDGRSWHG
 $QDO\]LQJWKHSRVVLEOHIXWXUHUHVHDUFKDUHDLQWKHILHOGRIVHFXULQJ':
 $VVHVVLQJ HDFK VHFXULW\PHFKDQLVP RQ WKH EDVLV RI YDULRXV TXDOLW\ SDUDPHWHUV VXFK DV (QFU\SWHG'DWD
$XGLW&RQWURO([WHQGLELOLW\HWF
3. Review Methods  
7KLV UHYLHZDGRSWV D V\VWHPDWLF DSSURDFK >.HHOH@,QLWLDOO\ DERXW UHVHDUFKDUWLFOHVZHUH LGHQWLILHG7KHQ
WKHVHDUWLFOHVZHUHFODVVLILHG LQ WR WKHLU UHVSHFWLYHFDWHJRULHV LQDFFRUGDQFH WRPHWKRGRORJ\DGRSWHG UHVSHFWLYHO\
:KLOH UHYLHZLQJ WKRVH DUWLFOHV IHZPRUH DUWLFOHVZHUH LGHQWLILHGZKLFK DFW DV WKH VXSSRUWLQJ DUWLFOHV $OO WKHVH
DUWLFOHVZHUHWKHQFRPELQHGWRILQGWKHLQGLYLGXDOFRQWULEXWLRQWRWKHUHVSHFWLYHFDWHJRU\DQGDQDO\VLVZDVGRQHWR
ILQGRXWWKHFXUUHQWGHYHORSPHQW6RPHDUWLFOHVPHQWLRQHGLQWKLVUHYLHZGRQRWUHDOO\H[SODLQVHFXULW\DVSHFWVRI
WKH':EXWWKHVHDUWLFOHVDUHLQFOXGHGDVWKH\FDQJLYHEHWWHULQVLJKWRIWKHZRUNLQJRIWKH':'XULQJWKHUHYLHZ
SURFHVVVRPHDUWLFOHVZHUHILOWHUHGDVWKH\ZHUHQRWLQFRKHUHQFHZLWKWKHUHYLHZREMHFWLYHV
4. Technology  
$V PHQWLRQHG LQ WKH SUHYLRXV VHFWLRQ ZH ORRN DW WKH YDULRXV DSSURDFKHV IRU GHYHORSPHQW RI ': DORQJ ZLWK
UHVSHFWLYHVHFXULW\VROXWLRQV
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 4XHULHV2YHU(QFU\SWHG'DWDEDVH
7KH(QFU\SWLRQ VWUDWHJ\ IRU WKHGDWDEDVH LV DYHU\ROG WHFKQLTXH LQZKLFKRQHRI WKH LQLWLDO VROXWLRQV LVEHLQJ
JLYHQLQWKHIRUPRILQVWUHDPHQFU\SWLRQ>&DVHUWD	.LPEDOO@%XWVLQFHWKHQWKHGDWDEDVHHQFU\SWLRQZDVQRW
FRQVLGHUHGZRUWKZLOHEXWZLWKWKHDGYHQWRI'$6'DWDEDVHDVD6HUYLFHRYHUWKHFORXGDQGXVDJHRIRXWVRXUFHG
GDWDWKHSULYDF\RIGDWDLQVLGHGDWDEDVHVEHFDPHDQLPSRUWDQWLVVXH$VDUHVXOW\RXFDQILQGVHYHUDOUHFHQWVWXGLHV
GHDOLQJZLWK TXHU\ SURFHVVLQJ RYHU HQFU\SWHG GDWD >$PDJDVD HW DO @ >&DQLP HW DO @ >$PDJDVD HW DO
@>/LX	:DQJ@>%DODNULVKQDQHWDO@>/LX@>/LXHWDO@+RZHYHUOLWWOHDWWHQWLRQKDV
EHHQ GHYRWHG WR GHDO ZLWK HQFU\SWLRQ VWUDWHJ\ IRU GLPHQVLRQDO GDWD LQ D ': DOORZLQJ SURFHVVLQJ RI DQDO\WLFDO
TXHULHV $V D UHVXOW UHFHQW VROXWLRQ KDV EHHQ SURYLGHG >&LIHUUL HW DO @ ZKLFK LQYHVWLJDWHV WKH PHWKRG IRU
HQFU\SWLQJDQGTXHU\LQJD':KRVWHGLQDFORXG
 $GDSWHG0DQGDWRU\$FFHVV&RQWURO%DVHG2/$3
,Q >.LUNJR]H HW DO @ D VHFXULW\ DSSURDFK EDVHG RQ DGDSWHG PDQGDWRU\ DFFHVV FRQWURO IRU 2/$3FXEHV LV
SUHVHQWHG7KHSULPDU\DGYDQWDJHRIXVLQJWKLVDSSURDFKLVLWVIOH[LELOLW\RIDVVLJQLQJUROHVWRGLIIHUHQWYLUWXDOVXE
FXEHV >.LUNJR]H HW DO @ ,Q RUGHU WR DFKLHYH WKLV D VHYHQ SKDVH VWUXFWXUH LV SURSRVHG FRQWDLQLQJ 
LGHQWLILFDWLRQRIGDWD  FODVVLILFDWLRQRIGDWD TXDQWLI\LQJ WKH YDOXHRIGDWD  LGHQWLILFDWLRQ RI GDWD VHFXULW\
YXOQHUDELOLWLHV  GDWD SURWHFWLRQ PHDVXUHV DQG WKHLU FRVWV GHWHUPLQDWLRQ  VHOHFWLRQ RI FRVWHIIHFWLYH VHFXULW\
PHDVXUHVDQGHYDOXDWLRQRIHIIHFWLYHQHVVRIVHFXULW\PHDVXUHV
 0HWDGDWDEDVHG6HFXULW\0RGHO
0HWDGDWDZKLFKGHVFULEHVWKHFRQWHQWVRIWKHGDWDZDUHKRXVH>%HUVRQ	6PLWK@FDQDOVREHXVHGWRGHVFULEH
VHFXULW\PHFKDQLVPV LQ D GDWDZDUHKRXVH HQYLURQPHQW ,Q WKLV FDVH DFFHVV UXOHVZLWK FRUUHVSRQGLQJ LQIRUPDWLRQ
DERXWVHFXULW\REMHFWVDQGVXEMHFWVDUHVWRUHGDVPHWDGDWD6HFXULW\VXEMHFWVDUHUHVSRQVLEOHIRUFKDQJHVLQWKHGDWD
ZDUHKRXVHDQGFDXVHLQIRUPDWLRQWRIORZZLWKLQGLIIHUHQWREMHFWVDQGVXEMHFWV:KHQXVHUDFFHVVHVGDWDWKHVHFXUH
TXHU\PDQDJHPHQWOD\HUFKHFNVZKHWKHUWKLVDFFHVVLVDOORZHG7RHQVXUHWKLVLWYHULILHVWKHFRUUHVSRQGLQJDFFHVV
DXWKRUL]DWLRQV E\ DQDO\]LQJ VHFXULW\PHWDGDWD 6R LQ WKLV DSSURDFK VHFXULW\ DVSHFWV KDYH EHHQ FRQVLGHUHG LQ WKH
GHVLJQ SKDVH RI WKH GDWD ZDUHKRXVH LQ RUGHU WR EHWWHU PDWFK WKH VHFXULW\ UHTXLUHPHQWV ,W ZDV GRQH WR DYRLG
IXQGDPHQWDOFRVWLQWHQVLYHDGDSWDWLRQV>.DWLNHWDO@
 2/$36HFXULW\'HVLJQ
2/$3LVPHDQWWRSURYLGHTXDOLW\LQIRUPDWLRQWRWKHHQGXVHU>%HUVRQ	6PLWK@E\DOORZLQJXVHUWRQDYLJDWH
WKURXJK WKH GLPHQVLRQV RI WKH ': 7KLV XQLTXH IHDWXUH PDNHV LW SRSXODU DPRQJ WKH XVHUV DFFHVVLQJ D GDWD
ZDUHKRXVH6RRYHU WKHSHULRGRI WLPH VWHDG\JURZWK LQ WKH QXPEHU RI2/$3XVHUV LV KLJKO\QRWLFHDEOHZKLFK
QHFHVVLWDWHVWKHUHTXLUHPHQWRISURSHUDFFHVVFRQWUROPHFKDQLVPVWRHQVXUHWKHFRQILGHQWLDOLW\RIWKHVHQVLWLYHGDWD
>6DQWRVHWDO@+RZHYHUDGDWDZDUHKRXVHZKLFKLVSULPDULO\EXLOWDVDQRSHQV\VWHPLWVYHU\QDWXUHFUHDWHVD
VHFXULW\ FRQIOLFW >.LPEDOO @ (VSHFLDOO\ GXULQJ H[SORUDWRU\ 2/$3 DQDO\VLV ZKLFK LV RI RSHQ QDWXUH WKH
VHFXULW\FRQWUROVPD\KLQGHUWKHDQDO\WLFDOGLVFRYHU\SURFHVV7RGHDOZLWKWKLVLVVXH>.LPEDOO@SURSRVHWKDW
DXGLWLQJVKRXOGDOVREHSHUIRUPHGRQWKHPXOWLGLPHQVLRQDOOHYHORIDQ2/$3HQJLQHLHDWWKHVDPHOHYHOZKHUH
DXWKRUL]DWLRQVHPDQWLFVDUHGHILQHG'HULYLQJWKHDFFHVVFRQWUROSROLFLHVIURPWKHRSHUDWLRQDOGDWDVRXUFHVLVYHU\
GLIILFXOW WKRXJK VRPH UHVHDUFK HIIRUWV KDYH EHHQ PDGH LQ WKLV DUHD >5RVHQWKDO HW DO @ 6RPH FRPPHUFLDO
V\VWHPV >&RJRV @>0LFURVRIW @>0LFUR6WUDWHJ\ @>2UDFOH @>7KRPVHQ HW DO @ SURYLGH
PHFKDQLVPV WR FRSHZLWK WKHVH UHTXLUHPHQWV KRZHYHU WKH DSSURDFKHV DUH KLJKO\ SURSULHWDU\ 7KXV LW RSHQV XS
LVVXHVUHODWHGWR2/$3VHFXULW\GHVLJQDQGPDNHVZD\WRZDUGVUHTXLUHPHQWIRU0(5>6DSLDHWDO@RU80/
OLNHDSSURDFKIRUWKHIXWXUH
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 80/%DVHG6HFXUH':
7KH8QLILHG0RGHOLQJ/DQJXDJH 80/ >5XPEDXJK@ LV H[WHQGHG WR80/6HF >-XUMHQV@ IRU WKH VROH
SXUSRVHRIHQFDSVXODWLQJNQRZOHGJHRQSUXGHQWVHFXULW\HQJLQHHULQJDQGPDNLQJLWDYDLODEOHWRGHYHORSHUVZKRPD\
EHQRWVSHFLDOL]HGLQVHFXULW\7KLVLGHDLWVHOIRIH[WHQGLQJ80/KDVWULJJHUHGWKHSURFHVVRIH[WHQGLQJWKH80/IRU
WKH VSHFLILF UHTXLUHPHQWV RI GLIIHUHQW FDWHJRU\ RI V\VWHPV :LWKLQ WKH VDPH OLQH WKH FRQILGHQWLDOLW\ SUREOHPV
UHJDUGLQJ':¶VDUHGLVFXVVHGDQGDQH[WHQVLRQRI80/IRUWKHVHFXUH':LVSURYLGHG>(GXDUGR@,WDOORZV
GHVLJQHUVWRVSHFLI\PDLQVHFXULW\DVSHFWVLQWKHFRQFHSWXDO0'PRGHOLQJWKXVUHVXOWLQJLQGHVLJQRIDVHFXUH':
V\VWHP 9DULRXV RWKHU DSSURDFKHV RI WKH 80/ H[WHQVLRQ IRU WKH ': 6HFXULW\ >)HUQDQGH]0HGLQD HW DO
@>(PLOLR HW DO @>(GXDUGR HW DO @>(GXDUGR HW DO @>(PLOLR HW DO @>$OL HW DO @ KDYH
EHHQSURSRVHG
 0'$%DVHG6HFXUH':
0RGHO'ULYHQ$UFKLWHFWXUH0'$>0LOOHU	0XNHUML@>%DVWHWDO@LVDIUDPHZRUNEDVHGRQ80/DQG
RWKHU LQGXVWU\ VWDQGDUGV IRU YLVXDOL]LQJ VWRULQJ DQG H[FKDQJLQJ VHFXULW\ GHVLJQV DQGPRGHOV 7KHUH DUH YDULRXV
SURSRVDOV WR LQWHJUDWH VHFXULW\ XVLQJ0'$ DSSURDFK >$XJXVWRQ HW DO @ >%DVLQ HW DO @ >.DUDSDJDP	
6LYDQDQGDP@>6FKUHLQHU	/DQJ@EXWDOORIWKHPDUHUHODWHGZLWKLQIRUPDWLRQV\VWHPVDFFHVVFRQWURO
VHFXULW\VHUYLFHVDQGVHFXUHGLVWULEXWHGDSSOLFDWLRQV1RQHRIDSSURDFKHVUHODWHGZLWKWKHGHVLJQRIVHFXUH':V$V
DSDUWRIVROXWLRQDIUDPHZRUNEDVHGRQ0RGHO'ULYHQ$UFKLWHFWXUH0'$IRUWKHGHYHORSPHQWRIVHFXUH':WKDW
FRYHUVDOO WKHSKDVHVRIGHVLJQ FRQFHSWXDO ORJLFDODQGSK\VLFDO DQGHPEHGVVHFXULW\PHDVXUHV LQDOORI WKHP LV
SURSRVHGLQ>(GXDUGRHWDO@$QRWKHUSURSRVDOH[WHQGLQJWKHUHODWLRQDOSDFNDJHIURP&:0KDVEHHQDSSOLHG
WRWKHFRQVWUXFWLRQRIDVWDUVFKHPDIRU':V>(PLOLRHWDO@%XWWKHSULPDU\DGYDQWDJHRI0'$DSSURDFKKDV
EHHQ SXW WR XVH E\ DXWRPDWLF JHQHUDWLRQ RI VHFXUH0' FRGH IRU WKH ':V E\ DOORZLQJ GHILQLWLRQ RI PRGHOV DW
GLIIHUHQW DEVWUDFWLRQ OHYHOV DORQJ ZLWK WKH DXWRPDWLF WUDQVIRUPDWLRQV EHWZHHQ WKHP >&DUORV HW DO @ 7KLV
DSSURDFKDOORZVDXWRPDWLFGHYHORSPHQWRI':VWKXVVDYLQJWLPHDQGPRQH\REWDLQLQJEHWWHUTXDOLW\DQGVHFXULW\
E\WUDQVODWLQJWKHUHTXLUHPHQWVLGHQWLILHGDWHDUO\VWDJHVRIGHYHORSPHQWLQWRWKHILQDOLPSOHPHQWDWLRQ'HVSLWHDOO
WKHVHLPSURYHPHQWVWKHUHZHUHVWLOORSHQDUHDVLQWKHILHOGLQWKH0'$EDVHGVHFXULW\DSSURDFKHVVRPHRIZKLFK
ZHUHWULHGWRILOOXSE\QXPEHURISURSRVDOV>$UQXOIRHWDO@>%ODQFRHWDO@>(PLOLRHWDO@>;DLR
@ 0''0RGHO'ULYHQ'HYHORSPHQWDSSURDFK>$OIRQVRHWDO@ WRVHFXUH':VH[WHQGHGLW IXUWKHU WR
GHYHORS KLJKOHYHO SODWIRUP LQGHSHQGHQW PRGHOV ZKLFK FDQ EH WUDQVIRUPHG LQWR PRUH VSHFLILF DFFRUGLQJ WR
VSHFLILFSODWIRUPVPRGHOVDQGFDQLQWXUQEHWUDQVIRUPHGLQWRFRGHGHSHQGHQWPRGHOV
 ;0/%DVHG6HFXUH':
,QFUHDVHGSRSXODULW\RI;0/': OHDG WKH UHVHDUFK FRPPXQLW\ WR ORRNDW WKH VHFXULW\ DVSHFWRI WKH;0/EDVHG
':6RPH VHFXULW\ VROXWLRQV IRU WKH;0/'DWDEDVHV DUH GLVFXVVHGZKLFK LQFOXGH SURSRVDO IRU GHYHORSPHQW RI
VHPDQWLF FDFKH IUDPHZRUN >)HQJ HW DO @ $ GHWDLOHG OLWHUDWXUH UHYLHZ RQ;0/ 6HFXULW\ KDV EHHQ GRQH LQ
>(OHKDUWHWDO@ZKLFKORRNVDWWKHVHFXULW\SRLQWRIYLHZRI;0/LQDSSOLFDWLRQXVH$ORQJVLGHDGYDQFHPHQW
LQ;0/VHFXULW\WKHDQDO\VLVRQGHYHORSPHQWRI;0/EDVHG':KDVDOVREHHQSHUIRUPHG>5DYDWHWDO@,Q
RYHUDOOFRQFOXVLRQLWLVREVHUYHGWKDWUDWKHUWKDQFRQVLGHULQJVHFXULW\RQFHWKHV\VWHPKDVEHHQFRPSOHWHO\EXLOWWKH
VHFXULW\DQGSULYDF\PHDVXUHVVKRXOGEHLQWHJUDWHGLQDOO OD\HUVRI WKH':GHVLJQ:KLFKPHDQVWKDWPXFKPRUH
UREXVWVHFXUHDQGSODWIRUPLQGHSHQGHQWSURGXFWVFDQEHSURGXFHG>*LRUJLQL	0RXUDWLGLV@>,\HUHWDO@
7DNLQJLQVSLUDWLRQIURPWKHDERYHIDFWWKHXVHRI0RGHO'ULYHQ$UFKLWHFWXUHGRGHILQHVHFXULW\LQWKH0'PRGHOLQJ
RI;0/':VZDVSURSRVHG>%HOpQHWDO@,WZDVODWHUGHPRQVWUDWHGYDOLGDWHGXVLQJ6HFXUH0'3ODWIRUP
,QGHSHQGHQW0RGHO3,0DQG6HFXUH;0/360ZKLFK LQFOXGHVERWK0'DQG WKH VHFXULW\DVSHFWV >%HOpQHW DO
@7KLVFRQFHSWXDOPRGHOKDVEHHQPDGHSUDFWLFDOE\GHILQLQJWUDQVIRUPDWLRQVWRREWDLQVHFXUH;0/VFKHPD
XVLQJ497WUDQVIRUPDWLRQUXOHV>%ODQFRHWDO@2WKHUVHFXULW\YLHZSRLQWVIRU;0/':VZHUHDOVRSUHVHQWHG
ZKLFK LQFOXGHV SULYDF\ SUHVHUYLQJ 2/$3 >$OIUHGR 	 (OLVD @ DQG $FFHVV FRQWURO IRU VHFXUH ;0/ TXHU\
SURFHVVLQJ>'RQJFKDQ	6HRJ@7KRXJK ORWRI UHVHDUFKYLHZSRLQWVKDYHEHHQPHQWLRQHGKHUHEXW VWLOO WKH
ILHOGRIVHFXULQJ;0/':VLVRSHQIRUIXUWKHUUHVHDUFKDQGVFUXWLQ\
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5. Results and Discussion  
2XWRIDUWLFOHVGLVFXVVHGLQVHFWLRQIRFXVRQWKH':VHFXULW\DVSHFWV7KHVHDUWLFOHVDUHEHLQJFRPSDUHGRQ
WKHEDVLVRIVHFXULW\SDUDPHWHUVDVIROORZV

Encrypted data:7KHGDWDLQVLGHWKHGDWDZDUHKRXVHLVHQFU\SWHGRUQRW
Audit control:,QFOXVLRQRIVHFXULW\DXGLWSDUDPHWHUVLQWKH'DWDZDUHKRXVH
Extendibility: ':0RGHO([WHQGLELOLW\WRWKHQHZVHFXULW\UHTXLUHPHQWV
Platform Independence Model security:6HFXULW\FRQVLGHUDWLRQDWWKH3,0OHYHORIGDWDZDUHKRXVH
GHYHORSPHQW
Transformation:7KHOHYHORIDXWRPDWLRQLQWUDQVIRUPDWLRQEHWZHHQPRGHOVDIWHULQFOXVLRQRIVHFXULW\
SDUDPHWHUV
Creation of PSM:3ODWIRUP6SHFLILF0RGHOLVEHLQJSURYLGHGE\DXWKRURUQRW
QVT support:6ROXWLRQVXSSRUWLQJVHFXULW\KDVDPHQWLRQRI4XHU\9LHZ7UDQVIRUPDWLRQSURFHGXUHVRUQRW
Integration of multi-platform data:'RHVWKH':GHYHORSPHQWWHFKQRORJ\VXSSRUWLQJVHFXULW\DOORZ
LQWHJUDWLRQRIGDWDIURPKHWHURJHQHRXVVRXUFHV
6RPHJHQHUDOFULWHULDDUHDOVRFRQVLGHUHGZKLFKSURYLGHLQIRUPDWLRQDERXWWKHUHVHDUFKDUWLFOHUHJDUGOHVVRIWKHLU
VROXWLRQVFDWHJRU\OLNH-RXUQDO1XPEHURIFLWDWLRQV,PSDFWIDFWRU3XEOLFDWLRQ\HDUDQG6ROXWLRQFDWHJRU\
7DEOH%ULHI$QDO\VLVRI6HFXULW\6ROXWLRQIRU'DWD:DUHKRXVH
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(' (QFU\SWHG'DWD , ,PSOHPHQWDWLRQ 3HUIRUPHG&, 6HFXULW\ DW &RPSXWDWLRQ ,QGHSHQGHQW0RGHO /HYHO $& 6HFXULW\$XGLW &RQWURO ([
([WHQGLELOLW\RQ1HZ6HFXULW\5HTXLUHPHQW3,6HFXULW\DW3ODWIRUP,QGHSHQGHQW0RGHO7U7UDQVIRUPDWLRQIURPPRGHOWRPRGHO363ODWIRUP
6SHFLILF6HFXULW\0RGHOFUHDWLRQ4974XHU\9LHZ7UDQVIRUPVXSSRUW,',QWHJUDWLRQRI0XOWL3ODWIRUP'DWD33XEOLFDWLRQ&LW1XPEHURI
&LWDWLRQV ,) ,PSDFW)DFWRU3<3XEOLFDWLRQ<HDU6&6ROXWLRQ&DWHJRU\6$6HPL$XWRPDWLF)$)XOO\$XWRPDWLF0'$0RGHO GULYHQ
$UFKLWHFWXUH80/8QLILHG0RGHOLQJ/DQJXDJH4974XHU\9LHZ7UDQVIRUP&:0&RPPRQ:DUHKRXVH0HWD0RGHO66$664/6HUYHU
$QDO\VLV6HUYLFH$'0$UFKLWHFWXUH'ULYHQ0RGHUQL]DWLRQ63(06RIWZDUH3URFHVV(QJLQHHULQJ0HWD0RGHO5%$&5ROH%DVHG$FFHVV
&RQWURO;0/;0/%DVHG'DWD:DUHKRXVH0$&0DQGDWRU\$FFHVV&RQWURO0''0RGHO'ULYHQ'HYHORSPHQW<<HV11R

%HORZZHREVHUYHWKHJUDSKLFDODQDO\VLVRIWKHVHFXULW\FRQVLGHUDWLRQVE\WKHDUWLFOHVLQWKHFRQVROLGDWHGPDQQHU

)LJ1XPEHURIDUWLFOHVVXSSRUWLQJGLIIHUHQWVHFXULW\WHFKQLTXHV
,WFDQEHLQIHUUHGIURPILJXUHWKDWDOWKRXJKPRVWRIWKHDUWLFOHVVXSSRUWVH[WHQGLELOLW\EXWOHVVWKDQKDOIKDVJLYHQ
VXSSRUW WRDXGLWFRQWURODQGVHFXULW\DWFRPSXWDWLRQDO LQGHSHQGHQW &,PRGHO ,W LVDOVRQRWLFHG WKDWPRVWRI WKH
DUWLFOHVVXSSRUWVH[WHQGLELOLW\DQGSODWIRUPLQGHSHQGHQFHVHFXULW\



)LJ3HUFHQWDJHRIDUWLFOHVGLVFXVVLQJVHFXULW\RQEDVLVRI':GHYHORSPHQWWHFKQRORJ\
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,Q)LJXUHLWLVHDVLO\QRWLFHDEOHWKDWDOPRVWDUWLFOHVEHORQJWR2/$3DQG80/ZKHUHDVRWKHUFDWHJRU\IRUPV
RQO\2XWRIWKLVHDFKJRHVWR80/DQG(QFU\SWHG'DWD4XHULHVEDVHGWHFKQLTXHVDQGDUWLFOHV
EHORQJWR0'$7KHROGWHFKQLTXHVOLNH$GDSWHG0DQGDWRU\$FFHVVFRQWUROLVQRWGLVFXVVHGZLWKWKHDGYHQWRIQHZ
':GHYHORSPHQWWHFKQLTXHV
6. Summary and Conclusion 
,QRUGHUWRVXPPDUL]HWKHZKROHVHFXULW\DVSHFWVRIWKH'DWD:DUHKRXVH/HW¶VILUVWDQVZHUWKHUHVHDUFKTXHVWLRQV
2XWRIWKHPDMRUWHFKQRORJLFDOFKDQJHVLQWKH':HYHU\FDWHJRU\KDVVHHQDPDMRUFKDQJHLQWKHVHFXULW\
DSSURDFK 7KLV LV EHFDXVH RI WKH IDFW WKDW HDFK FDWHJRU\ KDV LWV RZQ VHFXULW\ UHTXLUHPHQWV DQG DSSOLFDELOLW\
+RZHYHUWKHGDWDHQFU\SWLRQZKLFKKDVQRWEHHQFRQVLGHUHGLQ':FDQEHXVHGIXUWKHUWRVWUHQJWKHQWKHVHFXULW\
DORQJZLWKWKHLQGLYLGXDODFFHVVFRQWUROVWUDWHJ\DGRSWHG
2QWRORJ\EDVHG':DUHWKHXSFRPLQJUHVHDUFKDUHDLQILHOGRI':VRWKHUHLVUHTXLUHPHQWRIDVVHVVLQJWKH
VHFXULW\ DVSHFWV RI2QWRORJ\EDVHG': ,Q WKLV DUHD WKHUH LV JUHDWHU VFRSHRI UHVHDUFK WR H[WHQG DQ;0/EDVHG
DFFHVVFRQWUROWRVXSSRUWRQWRORJ\EDVHGVWUXFWXUH7KHUHLVIXUWKHUVFRSHRILQFOXGLQJWKHHQFU\SWHGGDWDIHDWXUHLQ
RUGHUWRPDNHLVVXLWDEOHIRUWKHXVDJHRYHUFORXGHQYLURQPHQW
 2XW RI  VHFXULW\ DSSURDFKHV LW KDV EHHQ REVHUYHG  GHDO ZLWK DXGLW FRQWURO  VXSSRUW H[WHQGLELOLW\ 
VXSSRUWFRPSXWDWLRQDOLQGHSHQGHQWDQGVXSSRUWSODWIRUPLQGHSHQGHQWPRGHOKDVSURYLGHGSODWIRUPVSHFLILF
PRGHOFUHDWLRQ2XWRIDOODUWLFOHVRQO\RQHKDVEHHQDEOHWRDFKLHYHDOOWKHVHFXULW\JRDOVFRQVLGHUHG
,WFDQEHFRQFOXGHGZLWKWKHVWDWHPHQWWKDWORWRIHIIRUWKDVEHHQPDGHLQ':VHFXULW\%XWVWLOOWKHVHFXULW\RI'DWD
:DUHKRXVHVLVDQRSHQDUHDDVSURSRVDOWRXVHRQWRORJ\WRGHYHORS'DWD:DUHKRXVHKDVDOVREHHQFRLQHGUHFHQWO\
>3DUGLOOR	 -RVH1RUEHUWR @ 7KH WHFKQRORJLFDO FKDQJHV VXFK DV DGYHQW RI;0/ DQG2QWRORJ\ EDVHG'DWD
:DUHKRXVHKDVSRVHGQHZFKDOOHQJHVZKLFKFDQEHDGGUHVVHGLQWKHIXUWKHUUHVHDUFK 
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